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Enemy at the Gate 

The Rise and Rise of 
Laboratory Fraud 

 

David Buckley 
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The Ages of GMP 

• The Heroic Age – Jenner 

• The Naïve Age – Jim the Cart Horse 

• The Pre-GMP Age – The Cutter Episode 

• The “We have GMP So We’ve Safety, Quality 

and Efficacy” Age (but it’s voluntary) – The 

Devonport Incident 

• And Now … The Pharmacide Age – 

Counterfeits, Spurious Medicines, and …  

The Rise And Rise Of Laboratory Fraud 
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“We’ve Got GMP So We’re Safe” Age – 

pretty easy to inspect 
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Detectability – HIGH  

Just ask “I want to see 

the Operators’ toilets 

and change rooms” 
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Detectability – HIGH  

Just ask “What’s 

behind that door?” 
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TGA (Australia) – Pan and Travacalm  
This and next 2 Slides courtesy of TGA 
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• Not the first, not the worst, not the last 

• Small potatoes compared with eg FDA discoveries  

Fraud 

Detectability 

– MUCH 

MUCH more 

difficult 

AND very 

time 

consuming 

AND 

expensive! 

Overlay of 4 Individual  

Tablet Assay Chromatograms 
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Nil detected 

700% label claim 

hyoscine What TGA found 
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Interpharm Praha 

• …. we reviewed an audit trail from your HPLC 

Empower-2 system that stored 8,906 entries.  

• Of these, well over half indicated some form of data 

deletion or manipulation, including at least  

– 1,441 deleted results,  

– 3,643 manual integration, and  

– 194 altered running sample sets  

• Your personnel confirmed that these actions are 

common during chromatographic data processing.  

• We found that you did not have a procedure in place 

to indicate the requirements and level of restrictions 

for users of the automated system. 

                          US FDA WL 320-17-02 - Oct 21, 2016 
(c) David Buckley & Associates Pty Ltd 12/2016 

59% 
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Normal Peak Integration 

Oregon Technical Advisory Committee (OTAC) 

• Peak Area = 100,000   

• Sample Result =  6250 ug/Kg    

 

Std Area = 100,000 

Sample Result = 1,000 ug/Kg 

Peak Area = 40,000          Peak Area = 5,000           Peak Area = 90,000 

 

Sample Result = 2,500 ug/Kg    

 

       Sample Result = 312.5 ug/Kg      

 

     Sample Result =  5625 ug/Kg 

Oregon Technical Advisory Committee (OTAC) 

Peak Shaving: Less Area 

Dr Gillette will see you now 
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 Std Area = 100,000 

Sample Result = 1,000 ug/Kg 

Peak Area = 130,000           Peak Area = 200,000       Peak Area = 130,000 

 

Sample Result = 8125 ug/Kg         

 

             Sample Result = 125000  ug/Kg            

 

                  Sample Result = 8125 ug/Kg 

Oregon Technical Advisory Committee (OTAC) 

Peak Juicing/Peak Addition  

Nurse Stretch will see you now 

4-active drug FPP 

What and Where to integrate?  
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4-active drug FPP 

What and Where to integrate?  

4-active drug FPP 

What and Where to integrate?  
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4-active drug FPP 

What and Where to integrate?  

GMP Is Thirsty Work! 
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12/12/2016 

(c) David Buckley & Associates Pty Ltd 
12/2016 9 

The FDA Warning Letters page is one 

of the best compliance resources 

(c) David Buckley & Associates Pty Ltd 12/2016 

www.fda.gov/ICECI/ EnforcementActions/WarningLetters/2015/ default.htm 

Yunnan Hande Bio-Tech Co. Ltd.  

• Analyst failed to perform the IR identity test for all lots 

of API 

• Instead, the analyst altered the file name in the 

spectrophotometer containing the previous sample 

identification information to support the release of two 

previously manufactured lots. 

US FDA view –  

• Negative observations - we don’t make a distinction 

between ignorance, sloppiness & malfeasance  

• Without an understanding of the true root causes for 

human misbehaviour, companies may be forced to 

take otherwise unnecessary and widespread actions 

 

(c) David Buckley & Associates Pty Ltd 12/2016 



12/12/2016 

(c) David Buckley & Associates Pty Ltd 
12/2016 10 

Ranbaxy – US$500  

million consent decree 

• False data; Employee  

“time tunnelling” 

• Failure to: 

– keep written records  

– investigate evidence that drugs did not meet specs  

• Inadequate testing of drugs to ensure strength and 

effectiveness until expiry date. 

• Brazil - of 163 products only 8 were found to have 

been fully tested. The rest had been only partially 

tested, or not at all. 
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FDA Warning Letters Typical Headings 

• Failure to prevent unauthorized access or changes to data  

– 1 HPLC pass word for everybody, or NO passwords - 

Dr Reddy FDA WL: 320-16-02 “Your HPLC systems 

are configured so that no passwords are required to log 

in ... Anyone who accesses the system can use 

software administrator privileges.” (5/11/2015) 

• Failure to investigate and document OOS results  

– Analysts also have password for HPLC admin level so 

can delete dud results and start again;  

• Failure of your quality unit to ensure that materials are 

appropriately tested and the results are reported  

– They photocopied previous C/As and used those  

(c) David Buckley & Associates Pty Ltd 12/2016 
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Sterile Penicillin QC Lab – DB 

• I found lack of critical review of calibration reports  

– Out of tolerance values not recognised 

– Reference instruments not recorded 

– No traceability to contractor personnel 

• Result - IR charts that were meaningless but used for 

identification to release for sale sterile antibiotic powder 

for injection 

(c) David Buckley & Associates Pty Ltd 12/2016 

© David Buckley & Associates Pty Ltd All rights reserved. 6/12/2016 
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Hello, my name is Blobby Squiggles 

 

 

Hello, my name is Blobby Squiggles 

 

…    but you can call me Dodgy 
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Challenges to Data Integrity 

1. Laboratory Equipment 

Automation 

2. Data Processing S’ware 

3. LIMS & Bespoke E QMS 

4. Facilities-Equipment-

Automation Data 

Processing 

5. Production equipment-

Automation & Data 

Processing 

6. Quality Assurance –  

E QMS 
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FDA View 
• The paper print out of a chromatogram is no longer 

considered the official raw GMP data because it does 

not include the complete information including: 

– meta-data,  

– audit trails, and  

– system configuration for the analysis in question 

– Use of shared passwords makes it impossible for 

the reviewer to attribute the data to a specific 

person. 

• Global problem - US and EU taking actions not just in 

India but also China, South Korea, Japan, Hungary, 

Germany, the Czech Republic, Italy, Thailand, Mexico, 

the UK, AS WELL AS many in the USA 

 (c) David Buckley & Associates Pty Ltd 12/2016 
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Microbiology Lab Data Integrity  

in US FDA Warning Letters 

• Dry Lab – no media – just results – eg 10,000 media 

simulation vials but no media purchase records 

• Wet Lab  

– Media purchased but eg settle plates never exposed; 

straight into the incubator – no growth observed – how 

about that – Surprise, Surprise! Despite CCTV and HDD 

as CAPA for previous US FDA Form 483 

– US FDA investigator saw colonies on incubated settle 

plates as the technician was checking. All reported as Nil 

Detected – Passes Test. Company claimed the 

investigator made the tech nervous so he forgot to count 

the colonies. 

– Settle plates exposed but in best case conditions – high 

up in the LAF and with lid still partially covering the agar 

(c) David Buckley & Associates Pty Ltd 12/2016 

Bio and Micro – seen by DB 

• I found that an Animal Lab destroyed by fire was still 

producing rabbit pyrogen test results 6 months later – 

“Where’s this rabbit now?”;  “Alas, died in the fire. But we 

knew him well and he never gave a failing result … ever.” 

• I found every Media Filling Trial for previous 6 years had 

some +’ves. ALL investigated and every conclusion was 

‘atypical results’ so invalidated. 

• I found aseptically processed sterile powder for injection - 

every sterility failure investigation result was ‘laboratory 

error’ – invalidated result and start again with ‘fresh’ 

samples.  

• “I see no growth – passes test”  

– Undefined inspection station 

– Low level lighting in the incubator room  
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Purified Water System – no growth 

in any sample for more than 5 years 
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Clinical Trial Fraud 

US FDA warning Letters 

Case 1 – Just doing a bit of weeding 

• Cohort selection – usually need 24-30 for BE study 

• Recruit 36 (or more) volunteers, dose and then check 

fasting blood plasma levels 

• Selection of cohort made AFTER the lab results are in – 

pruned back to 24-30 that fit the innovator curve  

Case 2 – You look so pale! 

• 26 serum samples were found to be derived from only 3 

subjects 

• DNA Analysis showed 35 of 84 sets of subject serum 

and sputum samples did not match 

 
(c) David Buckley & Associates Pty Ltd 12/2016 
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Clinical Trial Fraud 
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Dr Photocopier will see you now … 

• Kept stock files of charts, etc then made duplicates of 

charts with different names 

• No originals of any particular lab report - all were 

photocopies 

• Used innovator drug for both reference and test in the 

BE clinical trial – behold and low - matching profiles 

• Obtained blank copies of lab reports then used a 

different numbering system to generate fakes 

E
M

A
 

• May 2015, EMA advised EU member states to suspend 

marketing authorisations of products that relied on data 

from GVK Biosciences studies. ANSM, found 

“systemic” data manipulation in the clinical trial data 

Clinical Trial Fraud 
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Dr Photocopier will see you now … 

• Kept stock files of charts, etc then made duplicates of 

charts with different names 

• No originals of any particular lab report - all were 

photocopies 

• Used innovator drug for both reference and test in the 

BE clinical trial – behold and low - matching profiles 

• Obtained blank copies of lab reports then used a 

different numbering system to generate fakes 

E
M

A
 

• May 2015, EMA advised EU member states to suspend 

marketing authorisations of products that relied on data 

from GVK Biosciences studies. ANSM, found 

“systemic” data manipulation in the clinical trial data 

Bruce Murdoch,  Australian researcher received a two-year 

suspended sentence after pleading guilty to 17 fraud-related 

charges. The Washington Post April 2016 
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3 Product / 5-month trial 
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Investigated by Deans, R I (John Hopkins) 

But THESE Results Reported 

Investigated by Deans RI (John Hopkins) 

(c) David Buckley & Associates Pty Ltd 12/2016 

Investigated by Deans, R I (John Hopkins) 
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Types of Falsification 

Assay sample identities 

• Same sample repeatedly assayed then assigned 2 or 

more different batch numbers 

• Nonexistent samples created 

• CRS or WS assayed as reference, then as test 

• Duplicate samples drawn,  

1st used to ‘adjust’ method  

(maybe in ‘out-of-scope’  

R&D lab) then ‘official’ test 

– “Dr Reddy - Inspectors uncovered a secret quality 

control lab that had been used for years” Fierce 

Pharma; Eric Palmer 9/2/16 

(c) David Buckley & Associates Pty Ltd 12/2016 

Types of Falsification - Acts of omission - 

Testing into compliance (1) 

• 1993 Barr Laboratories lost an OOS lawsuit and the 

judge's decision led to new interpretations of FDA rules 

• Still being found! For example (12/2016) Dongying 

Tiandong ‘Our investigator found that your firm 

repeatedly, and without justification, resampled and 

retested crude heparin batches’ Eg Ruminant DNA Q-

PCR test results for batch Y102-1504005 

   Value (ppm)  Result 

Sample one  47.4   OOS 

Sample two  343.0   OOS 

Sample three  2.3   batch released 

• As a result, your firm used crude heparin batches that 

potentially were OOS to manufacture heparin sodium API 

for the U.S. market. What about Australia???  

    (US FDA Warning Letter 320-17-06) 
(c) David Buckley & Associates Pty Ltd 12/2016 
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Testing into Compliance (2) 

• Spain - Ercros S A (WL: 320-12-020)  

– As well as “ IR spectra of  2 API lots did not match 

the standard” … but were released anyway 

• USA - Alpha Laboratories Inc, APP Pharmaceuticals 

LLC, Deibel Labs of Illinois Inc  

 

It’s not just smaller companies!  

• Pfizer, Dalian (China) ‘QC had been re-testing 

samples until it obtained passing results, while failing 

to report or investigate the original OOS.’ 

• ‘Investigators found that employees were keeping 

two sets of books after they found some records 

hidden in a crate in a construction area.’ 

       April 2015 – US FDA form 483  
(c) David Buckley & Associates Pty Ltd 12/2016 

Types of Falsification - Acts of omission (3) 

 Not revealing all data e.g. not reporting or hiding  

OOS events;  

• Bad Data, OOS Data - go to the Naughty Corner and don’t 

come back until you can say “Sorry” 

• Filed under ‘WPB’, or into the recycle bin, or ‘R&D’, ‘Test’, 

or into a “Trial” folder, or any oddly named HPLC folder 

  

(c) David Buckley & Associates Pty Ltd 12/2016 

Re Audit trails  PICS Annex 11 Clause 9  
 

Consideration should be given, based on a risk assessment, to 

building into the system the creation of a system generated 

"audit trail“ of all GMP-relevant changes and deletions  

Not much help!!! Wishy washy!!!  

Even if ‘must’ in place of ‘should’ 
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Types of Falsification - Acts of omission (4) 

Genuine OOS invalidated as Lab error on spurious grounds 

• Experiment abandoned after OOS result is revealed, but 

reported as equipment failure or analyst lacked proficiency, 

etc., etc. 

– I found an analyst on a seasonal 3 month contract  

with >15 ‘spilled sample’ 

• Sterility test repeatedly failed due to e.g. mycoplasma (can’t 

be Gram stained) – invalidated as ‘artifact’ 

– I found one product sterility test repeated 16 times! No 

kidding!!! Passed after sample sent to a hospital lab (2 

days later reported ‘No Growth’) 

• Media simulation test failed but invalidated - due to ‘lab error’ 

or ‘operator error’ 

(c) David Buckley & Associates Pty Ltd 12/2016 

Types of Falsification - Acts of commission (1) 

Dr Photocopier! My oh my, you’ve been so busy! 

• I found only one bulk batch was made but 3 batch 

numbers filled, each with its own BMR. 

• Each ‘batch’ … 

… was tested to support validation ‘process reliability  

 & robustness’ = “3 consecutive passing batches” 

… put on stability to 3x support shelf life prediction. 

 

Data Beautification 

– Consciously altering data or fabricating data e.g. lab 

values, instrument readings, adding bogus 

specimens. AKA ‘Pacified’ data, or ‘Prettified’ data 

(c) David Buckley & Associates Pty Ltd 12/2016 
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Types of Falsification - Acts of commission (2) 

Dr Silicon Chip will see you now 
• The Sink Test – sample is poured down the sink and 

results generated in the computer 

• In Vivo, In Vitro, and now In Silico 

 

No worries 
• I found  

– Bioburden test samples were being sterilised before 

being sent to the contract QC 

– ALL stability samples labelled for elevated 

temperatures and ‘room temperature’ were kept in 

the cold room 

– Pre-signed release for sale forms with blank spaces 

for product details – up to 6 months in advance! 

 (c) David Buckley & Associates Pty Ltd 12/2016 

The Dark Side Vocabulary 
• In the Polyclinic with 

– Dr Photocopier, Dr Ctrl C and BFF Dr Ctrl V, Dr 

Photoshop, Dr Silicon Chip (In vitro, In Vivo, In Silico),  

• In the Surgery with 

– Dr Gillette and Nurse Stretch 

• Rubberised / Elasticised data 

• Sink Test, Dry Lab, Wet lab 

• Pencil Whipping, Peak Dialling,  

Zero reset (glyphosated), Shave,  

Sandpaper, Massage, Weeding. 

• Juicing, Cooking, Trimming 

• Beautify, Prettify, Pacify, Enriching, Bleaching, Dry 

Cleaned, Enhancing, Pest Controlled, Odour controlled 

• Time Travelling, Time Tunnel 

 

 Down the Worm Hole 

Data were entered into 

GMP documents after 

operations had already 

ended as though they had 

been entered at the time 

of the operation  
FDA WL320-16-02 Dr Reddy   

(c) David Buckley & Associates Pty Ltd 12/2016 
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How to detect - Minitab demo 
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Process Capability Sixpack of Preservative mg/mL

I Chart

Moving Range Chart

Last 25  Observations

Capability Histogram

Normal Prob Plot

A D: 2.820, P: < 0.005

Capability Plot

(c) David Buckley & Associates Pty Ltd 12/2016 

6-pack Para tabs – looks OK 
AD >0.05 = Normally distributed 
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Para Tabs  

6 Pack M-HCl  
(Anderson Darling P<0.05 = NOT normally distributed!) 
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M-HCl Tabs 

6-Pack XoCal 
(Anderson Darling P<0.05 = NOT normally distributed!) 
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XoCal 

Humans don’t do Random Numbers  

(check the last significant figure) 

(c) David Buckley & Associates Pty Ltd 12/2016 
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How to detect 

• Time consuming! 

• TOO good to be true  

• Dr Susan Walters (TGA) and Gestalt Labs (South 

Africa) - perfect data perfectly fitting the curve on 

multiple BE studies, and no outliers - ever 

• “Perfect Work” No mistakes or errors in documentation; 

NO system is error-free – where are the OOS records? 

• Amazingly, very low Relative Std Deviation (RSD). 

Especially when the long term Label Claim RSD is </= 

the method validation RSD 

• Whistle Blowers – could have an axe to grind, or have 

malicious intent (to waste your time), or be genuine. 

• Equipment log books, Sample receipt/Sample 

registers/Sample accountability 
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How to detect 

• Clinical Trial 

• Subject registered/examined on holiday or weekend 

• Subject seen when investigator is not in the office 

• Lack of study drug accountability 

• “Perfect Subjects” 100% compliance, all subjects 

completed trial, no adverse events, no outliers. Ever! 

• Media purchasing compared to usage records. Ditto 

• Chemical Reference Substances 

• Type Culture Collection material, Biological indicators 

• Lab consumables such as Petrie plates, pipette tips 

• Autoclave records compared to media prep records 

• Attendance records compared to sign offs 

(c) David Buckley & Associates Pty Ltd 12/2016 
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PIC/S Data Integrity draft 

 

 

ALCOA 
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Accurate  
Data must be accurate. Data in multiple locations, eg 

equipment log, lab book, must be in agreement.  

Legible  
Data and results must be legible. Electronic must 

be able to be human readable. Check meta data 

Contempor-

aneous  

Data are recorded at the time of the event /action. 

Data must not be transcribed No pre- or post-dated 

entries  

Original  
Original data “raw data”, “primary data” - Guidance 

“Original record: Data format as originally generated 

 And … check the meta data 

Attributable  
WHO collected the data, WHEN it was collected, 

Which instrument and WHO made any data changes  
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And also … 

Complete 
All data including repeat or 
reanalysis performed 

21 CFR 211.194 

Consistent 
Consistent application of 

data time stamps in the 
expected sequence. 

Synchronised 

date and time 
stamps 

Enduring 

Recorded on controlled 

worksheets, laboratory 

notebooks or electronic 
media. 

Medium used to 
record data 

Available 
Available / accessible for 

review / audit for the life time 
of the record. 

For the life time 
of the record 

My view 
• Trust but verify 

• Data integrity issues occur as a direct result 

of a poor quality culture in the organisation 

• The User must be able to defend what was 

done when inspected 

• It’s clear validation can no longer sit back with  

“3 batches and I’m done” 

• Find the root cause of issues and OOS. 

 “Human error”, “Lack of Training”, and  

“No root cause” are not acceptable 

• I weren’t born cynical but some ‘as made 

me that way I fear. 
(c) David Buckley & Associates Pty Ltd 12/2016 
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We are not going to detect fraud if we 

only look at PowerPoint presentations 

… so … 

(c) David Buckley & Associates Pty Ltd 12/2016 

We need to carefully review and 

question primary, raw and meta-data! 

(c) David Buckley & Associates Pty Ltd 12/2016 
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NOW it’s time to relax!!! 
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Merry Christmas and  

a Happy New Year! 
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